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ABSTRACT 
 
One of the most important aspects of a decentralized blockchain project is the consensus 
algorithm it employs. A blockchain is a decentralized peer-to-peer system with no central 
authority figure thus relying on a fair consensus algorithm to securely submit data into the 
blockchain. We examine current blockchain consensus algorithms and propose a solution for 
securing blockchain ledgers focused on a sustainable future for humanity. 
 
1.0 WHAT IS A CONSENSUS ALGORITHM? 
 
Wikipedia defines consensus decision-making: 
“Consensus decision-making is a group decision-making process in which group members 
develop, and agree to support a decision in the best interest of the whole. Consensus may be 
defined professionally as an acceptable resolution, one that can be supported, even if not the 
“favourite” of each individual. Consensus is defined by Merriam-Webster as, first, general 
agreement, and second, group solidarity of belief or sentiment.” 
 
In simpler terms, consensus is a dynamic way of reaching an agreement in a group. While 
voting just settles for a majority rule without any thought for the feelings and well-being of the 
minority, a consensus, on the other hand, makes sure that an agreement is reached which 
could benefit the entire group as a whole. 
 
From a more idealistic point-of-view, Consensus can be used by a group of people scattered 
around the world to create a more equal and fair society. 
 
So now what we have defined what a consensus is, let’s look at what the objectives of a 
consensus mechanism are (data taken from Wikipedia). 

● Agreement Seeking: A consensus mechanism should bring about as much agreement 
from the group as possible. 

● Collaborative: All the participants should aim to work together to achieve a result that 
puts the best interest of the group first. 
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● Cooperative: All the participants shouldn't put their interests first and work as a team 
more than individuals. 

● Egalitarian: A group trying to achieve consensus should be as egalitarian as possible. 
What this means that every vote has equal weight. One person's vote can't be more 
important than another's. 

● Inclusive: As many people as possible should be involved in the consensus process. It 
shouldn't be like normal voting where people don't feel like voting because they believe 
that their vote won't have any weight in the long run. 

● Participatory: The consensus mechanism should be such that everyone should actively 
participate in the overall process. 

 
With this understanding of a consensus mechanism, what is the ideal consensus mechanism for 
a blockchain ledger focused on a sustainable future for humanity? 
 
2.0 BYZANTINE FAULT TOLERANCE 
 
Any successful distributed blockchain must provide a solution to the Byzantine Generals 
Problem. In this problem, several army factions surround a castle they hope to sack. A 
general leads each faction and since the factions surround the castle, they are 
dispersed making centralized command difficult. Only a simultaneous attack ensures a 
victory, thus the generals must send messages between the factions to relay the attack 
time. However, some generals are traitors and will not obey the command and worse 
will relay the wrong attack time to the other generals. The generals do not know who is 
loyal and who is a traitor and there is no way to find out. So how do the factions ensure 
a coordinated attack and how does this apply to distributed blockchain systems? 
 
Just as banks maintain a transaction ledger, distributed blockchain systems maintain a 
digital ledger and updates this ledger whenever new transactions occur. For any 
updates to be made to the ledger, each node must agree on the proposed update. 
When you interact with multiple parties, you need some sort of consensus mechanism 
to ensure each node has got the correct transactions. This is achieved with the help of a 
consensus algorithm of which there are many different solutions. 
 
3.0 CURRENT CONSENSUS ALGORITHMS 
 
Proof of Work (PoW) 

● Popular implementations: Bitcoin, Ethereum, Litecoin, many more. 
● Pros: Proven secure and stable. 
● Cons: Slow throughput; killing the planet. 



 
Proof of Work was the original blockchain consensus algorithm devised by Satoshi Nakamoto 
for use in the Bitcoin blockchain and most clone coins since then. It is currently considered a 
legacy technology with most blockchains migrating away from it. It is not considered as a 
practical algorithm for our purposes. 
 
Proof of Stake (PoS) 

● Popular implementations: Peercoin, Dash, Decred, NEO, Stratis 
● Pros: Energy efficient, very decentralized, can be more expensive to attack. 
● Cons: Nothing at Stake problem (see below). 

 
In Proof Of Stake, the blocks aren’t created by miners doing work, but by block producers 
staking their tokens to “bet” on which blocks are valid. In the event of a fork of the blockchain, 
tokens are staked on which fork to support. 
 
The common argument against proof-of-stake is the Nothing at Stake problem. The concern is 
that since it costs producers almost no computational power to validate any fork unlike Proof of 
Work, producers could vote for both sides of every fork that happens. Forks in Proof of Stake 
could then be much more common and susceptible to producing blocks with invalid transactions 
and destroying the credibility of the blockchain. 
 
Delegated Proof of Stake (DPoS) 

● Popular implementations: Bitshares, Steemit, EOS 
● Pros: Very Scalable, Energy efficient, Inexpensive transactions. 
● Cons: Issues with Centralization. 

 
Delegated Proof of Stake was invented by Daniel Larimer and acts much like a republic by 
selecting delegates to validate the blocks as block producers. Implementations generally have 
between 21-100 elected block producers for the system with the block producers shuffled 
periodically and assigned an order to publish their blocks. Have a smaller number of delegates 
allows them to organize themselves efficiently and create designated time slots for each block 
producer to publish their blocks. If a block producer misses publishing their designated block or 
publishes invalid transactions, they are replaced with another block producer. 
 
With Delegated Proof of Stake, block producers can collaborate to publish blocks instead of 
competing like in Proof of Work and Proof of Stake. By partially centralizing the creation of 
blocks, DPoS is capable of running order of magnitude faster and more efficient than Bitcoins 
10 minute block times. 
 
This centralization of elected block producers that gives Delegated Proof of Stake these speed 
and efficiency advantages is also the biggest concern regarding the validity of the transactions 



in the blockchain. There could theoretically be a scenario where a certain situation is favored by 
the block producers which are not in accordance with the rest of the nodes. 
 
Proof of Authority (PoA) 

● Implementations: POA Network, Ethereum Kovan Testnet 
● Pros: Scalable, High Throughput 
● Cons: Issues with Centralization 

 
Proof of Authority is a consensus algorithm where transactions are validated by 
approved accounts or nodes with special administrator attributes on the system. These 
accounts are the authority that other nodes receive their truth from. These accounts 
produce a high throughput system but with the cost of being centralized. Proof of 
Authority systems is generally acceptable only for private blockchain systems. 
 
Proof of Weight (PoWeight) 

● Implementations:  Filecoin, Algorand, Chia 
● Pros: Scalable, Easy to Customize 
● Cons: Incentivization can be a challenge 

 

This consensus algorithm is very customizable which is its biggest strength. Originally 
based on the Algorand consensus model, PoWeight looks at some relatively weighted 
value of any variable on the network in order to represent the "probability" of you 
discovering the next block. This is similar to Proof of Stake which uses the relative 
percentage of the tokens you own to represent your probability of discovering a new 
block.  
 
3.1 THE BYZANTINE FAULT TOLERANCE SOLUTIONS 
 
The Byzantine Fault Tolerance (BFT) is a proposed alternative consensus algorithm to the 
better known Proof Of Work and Proof Of Stake algorithms. Notable blockchain projects like 
Ripple, Stellar, Hyperledger and Antshares are investigating versions of BFT systems for their 
blockchain-enabled products. Byzantine fault-tolerant algorithms could be increasingly important 
in the future due to their ability to minimize attacks and software errors which lead to faulty 
nodes and arbitrary behavior. 
 
Byzantine agreements work to ensure consensus despite non-rational behavior by a fraction of 
nodes participating in a distributed system. Generally, membership in Byzantine agreement 
systems is set by a central authority or closed negotiation. Detractors lament that this design 
winds up with a concentration of power in the hands of the system’s maintainer. (i.e. the 
organization overseeing admission membership) 
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Practical Byzantine Fault Tolerance (PBFT) 

● Implementations: Hyperledger Fabric 
● Pros: High throughput, Low Latency, Low Cost 
● Cons: Can be centralized 

 
PBFT is used by Hyperledger, an open-source blockchain collaborative effort led by IBM and 
the Linux Foundation, and is likely the best-known variant of BFT. PBFT transactions offer low 
latency, high-speed file storage solutions, and many other technical solutions. 
 
Federated Byzantine Fault Tolerance (FBFT) 

● Implementations: Stellar 
● Pros: High throughput, Low Cost, Scalable 
● Cons: Can be centralized 

 
FBFT which was first introduced by Ripple, and then formally proven by Stellar in its white 
paper. The algorithm permits reaching consensus among large numbers of participants who 
don't know each other personally, and in situations when the total number of participants may 
not even be known. Each participant extends to trust to only a limited (by number) group of 
other participants and therefore achieves consensus only amongst a narrow circle. However, 
since each of these circles has some element of overlap with others, it's possible to achieve 
overall consensus. 
 
Researchers have determined that Malicious parties could join an FBFT system multiple times 
and outnumber honest nodes. The algorithm boasts greater ranges of settings that other 
consensus methods. 
 
Delegated Byzantine Fault Tolerance (DBFT) 

● Implementations: NEO 
● Pros: High throughput, Low Cost, Scalable 
● Cons: Can be centralized 

 
The Delegated Byzantine Fault Tolerance Algorithm (DBFT) is most famously used by the 
decentralized smart contract platform NEO. It features two blockchain participants: professional 
node operators, called bookkeeping nodes, who run nodes to make money, and users. 
Proponents claim dBTF offers better security in blockchains. 
 
DBFT’s on-chain voting process dynamically votes in/out transaction validators and allows for 
universal consensus mechanism on public/permissionless and private/permissioned 
blockchains. “Specialized bookkeeping nodes” achieve consensus in a DBFT blockchain thanks 
to “delegated voting.” Two-thirds approval is needed among nodes to approve a new version of 
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the blockchain. This system, proponents say, protects against forking events, radical changes to 
the implementation of a blockchain system that can undermine participant confidence. 
 
According to the NEO white paper, it provides swift transaction verification times, de-incentivizes 
most attack vectors and upholds a single blockchain version with no risk of forks or alternative 
blockchain records emerging - regardless of how much computing power, or coins an attacker 
possesses. 
 
4.0 ETHEREUM’S PROPOSED SOLUTION - CASPER 
 
Ethereum has proposed eliminating the current Proof Of Work algorithm from its initial 
introduction. Casper, the future release of Ethereum, is using a version of Proof Of Stake that 
has implemented a process by which they punish all malicious elements. This is how POW 
under Casper would work: 
 
Casper has implemented a process by which they can punish all malicious elements. This is 
how POS under Casper would work: 

● The validators stake a portion of their Ethers as stake. 

● After that, they will start validating the blocks. Meaning, when they discover a block that 
they think can be added to the chain, they will validate it by placing a bet on it. 

● If the block gets appended, then the validators will get a reward proportionate to their 
bets. 

● However, if a validator acts maliciously and tries to do a "nothing at stake", they will 
immediately be reprimanded and all of their stake is going to get slashed. 

 
As you can see, Casper is designed to work in a trustless system and be more Byzantine Fault 
Tolerant. Anyone who acts in a malicious/Byzantine manner will get immediately punished by 
having their stake slashed off. This is where it differs from most other POS protocols. Malicious 
elements have something to lose so it is impossible for there to be nothing at stake. 
 
5.0 THE ULTIMATE PROOF OF CONSENSUS 
 
The ultimate proof of consensus is for all parties to a system/network/blockchain sign every 
transaction to confirm that they acknowledge and accept its impact on the current state. In the 
case of bitcoin, it would be like having all other bitcoin users sign your transaction to confirm it. 
The more parties involved the harder it becomes to rewrite history because you need 
exponentially increasing levels of unanimous agreement to produce an alternative history. This 
would involve convincing everyone to change history without having any pre-accepted rules for 
defining what alternative history should be. Usually changes to history benefit a few at the 
expense of the many. This means that once a large enough number of people have committed 



to one version of history, it is next to impossible to get them to recant because they have no 
incentive to and every incentive not to. 
 
It is impractical to have millions of people directly confirm every action of every other user in 
real-time; however, it is trivial for every user action to confirm all prior actions of other users by 
including the head block ID within the transaction. Over time all users eventually act and 
therefore form a consensus by direct confirmation all users. 
 


